ABSTRACT
INTRODUCTION
The goal of any DoS attacks is to stop services in servers or to isolate servers from users. There are many ways for hackers to reach the goal. We can classify two main kinds of DoS ways which have ever been exploited by hackers in reality. In the first one, hackers manage to stop service from users by exploiting vulnerabilities in network services or system software in servers [31] . For example, hackers have exploited vulnerabilities of DNS system to poison DNS servers andweb sites were isolated from its clients bypoisoned DNS servers responding to queries of clients with wrong IP addresses. In the second, hackers make to exhaust resources of networks or resources of hosts. The common way is to send to target systems with a lot of requests, SYN flood attack, for instance. The bandwidth of link will be degraded by a lot of connections going through. The CPU power and memory capacity will quickly be emptied by having to handle enormous amount of requests and processing for responses [32] . The target servers cannot run for services in exhausted status. This is a key of the kind of DoS ways. The main challenge facing hackers in the second way is how to make number of requests enough to destroy target hosts. It is difficult for hackers to overload a target host with an attack computer having power smaller than the target host. However, hackers have overcome the challenge by using a great number of attack computers simultaneously. A lot of compromised computers on Internet were mobilized by hackers to join in their DoS attacks. The case of DoS attack is called distributed denial of service (DDoS). Nowadays, DDoS attack is still serious type of attacks and hardly to prevent. DDoS attack detection is an important task in DDoS attack mitigation; however, it is a difficult task.
DDoS attack detection is not significant if it was too late. In any case, DDoS defense mechanism must detect the attack as soon as possible and look for the source to prevent it.DDoS defense mechanism is a topic paid attention by many researchers. So far, variety of DDoS defense mechanisms have been proposed, such as in [1] , [2] , [3] , and [17] . All DDoS defense mechanisms belong to kind of network-based mechanism or kind of destination-based mechanism [4] . The defense mechanisms is proposed by authors in [5] , [6] , [7] , [8] are network-based mechanisms which based on identifying and filtering IP traffic for detecting DDoS attacks. If DDoS attacks take place in application layer, network-based mechanisms is not useful solutions because they have no means for sensing any things in application layer. Application-level DDoS attacks have just been detected by destination-based defense mechanisms. The common principle of destination-based defense mechanisms is to look for a special signature which reflects actual DDoS attacks at early stage. Variety of theories have been applied to build destination-based defense mechanisms, such as using entropy in information theory [9] , [10] , [11] , [12] , game theory model in [17] ,artificial intelligent, learning machine, data mining [13] , [14] , [15] , [16] .
In this paper we propose a DDoS attack detection mechanism which can early detect DDoS attacks based on M/G/R Processor Sharing (PS) queue. It belongs to type of destination-based defense mechanism. The proposed mechanism is also aimed at application-level DDoS attacks. The idea behind of the proposed mechanism is to model service system (victim system of DDoS attacks) as a M/G/R PS queue and to apply theory results in [28] to identify signature of DDoS attacks early. The rest of paper is organized as following: Section 2 overviews related works from other authors. The M/G/R PS queue is introduced in section 3. Section 4 presents about modeling service computer as M/G/R PS queue. The proposed DDoS detection mechanism is described in section 5. Section 6 presents experimental results for validating the proposed method. The session 7 will close the paper by several conclusions.
RELATED WORKS
Up to now, DDoS attack is the most common attack that hackers use to shut down service from user in networks. Researchers have attempted to develop effective ways for preventing the attacks. In general, almost methods use such sequence as: data collecting, preprocessing or filter, and processing for detecting anomaly signature from DDoS attacks. Thus, all DDoS defense methods belong to kind of reactive mechanism; it means that waiting for attacks in place, detecting them, and appling prevention ways latter. We have still no effective proactive mechanism for preventing DDoS attacks. There are two common methods of anomaly detection used in reactive mechanisms: statistical analyze and appling technology of learning machine or artificial intelligent. Authors in [18] based on calculating entropy and statistic of packet attributes to detect DDoS attacks. They also proposed a prototype for responding DDoS attacks recently detected.
Other entropy-based mechanisms, such as [19] , [20] , [21] , packet headers are represented as independent information symbols with unique probability of occurrence. It based on calculating entropy of stochastic request packets in a period of time. According to the algorithms, deviations of two values of entropy from two consecutive calculations are compared with a preset threshold. Whenever the threshold is exceeded, the system was under a DDoS attack.
In other methods, detection algorithms are continuously trained based on network events in order to update filter criteria by using learning machine or artificial intelligent technology. It is a common method for DDoS detection in [22] , [23] , [24] .Some common algorithms in network intrusion and anomaly detection are Multilayer Perceptron, Gaussian Classifier, K-means Clustering and Markov model [25] .
M/G/R Processor Sharing queue was used by authors in [26] , [27] , [28] to discover relationship between the degradation of the TCP flows and utilization of link that transports the TCP flows.
Based on the relationship, we can know whether TCP flows are in degradation by observing their throughput. Especially, in [28] provided a new view of the relationship which expresses relationship between degradation of TCP flows and utilization of link by using link utilization variance. An important feature of the variance is to increase with link utilization mean; however, it will be decrease when certain saturation threshold is exceeded.The feature can be exploited to build a way that allows to early detecting degradation of TCP flows from their throughput. We recognize that degradation of TCP flows is the same as degradation of service in computer under DDoS attacks. Thus, the feature is applied to build a destination-based DDoS detection mechanism in this paper. The service computer will be modeled as a M/G/R PS queue and its parameters will be replaced by suitable parameters in expressions in [28] .
M/G/R PROCESSOR SHARING QUEUE
M/G/1 Processor Sharing queue differs from M/G/1 queue in manner of customer service. Both queues have only one server and the server of M/G/1 queue just serves one customer at a time until finish. So, if more customers arrive at busy M/G/1 queue, they must wait for server available. Unlike the server of M/G/1 queue, the server of M/G/1 PS queue serves customers simultaneously and there is no queue in the M/G/1 PS queue ! Customers always reach service upon arrival and capacity of the server is fairly shared between them. Because of the behavior, M/G/1 PS becomes an important modeling tool, such as modeling TCP flows in Internet. Naturally, TCP connections are fairly shared bandwidth of network link [29] .
M/G/R PS queue is the same as M/G/1 PS queue but which have R servers. The arrivals follow a Poisson process and the service times distribution is general. Customers entering the system are served immediately by R servers. When the system hasN customers, all of them are in service. In case of R greater than N, each customer is simultaneously served by just one server. Thus, service rate for each customer is equal the service rate of server. However, each customer will receive service rate less than service rate of server in case of N greater than R. In the case, total capacity of R servers are equally shared by N customers and the system is the same as M/G/1 PS queue [30] .
M/G/R PS MODEL
The idea behind the M/G/R Processor Sharing model in our context is to look at processing service requests at service computer, such web site. A service computer is referred to as processor sharing system;it servesmany clients simultaneously by sharing system performance. The computer responds to all service requests fairly. If we consider each service request as a customer and they share executive capacity of computer, we can apply M/G/R PS to model behavior of respond processing in the system. According to the model, when number of customers is greater than R, the executive capacity will be fairly share for all current customers. In this paper, we use theory results from [28] with R replaced by number of client; degradation of service computer performance is expressed by expression (1)
with C is maximum executive capacity of service computer, is resource utilization, and C(R, ) is Erlang's C equation. The parameter in our model is formulated by expression (2)
Where  P: total of CPU capacity  P t (t): consume of CPU capacity at time of t  T: period of calculate time  M: total of main memory capacity  M t (t): occupied capacity of main memory at time of t
THE MECHANISM FOR EARLY DETECTING DDOS ATTACKS BASED ON M/G/R/PS MODEL
As presented in [28] , the M/G/R PS model does not allow to direct calculating degradation D(R, ). Thus, relationship between utilization variance and degradation of performance was formulated for detecting symptom of degradation in performance easily. It switches to calculate index of degradation I( ) by expression(3)
Where V U ( ) is the variance of samples, is the resource utilization, and V 0 is the variance of request when resource of computer is not saturated, it is calculated by (4)
so variations in resource degradation can be detected by I( ). However, I( ) can not help to specify degradation in a certain time frame. Indeed, we just get whether degree of degradation exceeds a reference value. By setting up a controlled environment or actual system, we can determine the V 0 and calculate a threshold. The threshold is set to corresponding with resource saturation. As recommended in [28] , the threshold should be three times deviation of I( ) plus its mean in case of low utilization <0.5. Expression (3) uses a parameter ( ) to indicate the number of previous samples to calculate the variance.
The method of early DDoS attack detection in this paper is constructed by determining degradation in available resource of service computer via the above M/G/R PS model. Under DDoS attack during, available resources become to smaller and indicated by the index I( ). For getting I( ), we first calculate the parameters V U ( ), V 0 , and . The variance V U ( ) is derived from sampling k samples of service computer resources in period Δt with during of sample , and V U ( ) is formulated as (5).
We get V 0 from actual system, by setting up the mechanism in actual system an run it in normal condition (no DDoS attack), select during  seconds and k samples, calculate Vu()/, repeat several times, get value of mean, and the value is V 0 .
The detection algorithm is implemented as a program which runs on protected systems. The program continuously samples system resources and calculates necessary parameters for calculating degradation index I(). Whenever the value of index exceeds a preset threshold, signature of DDoS attack is detected and the program signals an alarm to detectors. The threshold is selected how to detect DDoS attacks as soon as possible by monitoring an actual system under DDoS attack in controlled environments.
VALIDATING THE PROPOSED MECHANISM
In order to validating the proposed mechanism, we apply the system introduced in [31] . The system is illustrated in figure 1 . The M/G/R PS-based DDoS detection method is validated by comparing with entropy-based DDoS detection method. The entropy-based DDoSdetection mechanism bases on calculating entropy of stochastic requests in a period of time, proposed in [21] . According to the algorithm, if deviation of two values of entropy from two consecutive calculations exceeds a preset threshold, the system was under a DDoS attack. Two DDoS detection methods are implemented in the experimental system by two plugins: plugin 1 and plugin 2 which run simultaneously on the same protected system (web server). Figure 2 shows that TP and TN rate of M/G/R PS-based detection mechanism are higher than in entropy-based detection mechanism, TP rate of 92% and TN rate of 88%. The rates of entropybased detection mechanism are just at 89% and 83%, respectively. In terms of error indication, both rates of FP and FN from the proposed mechanism are smaller than the rates of entropy-based detection mechanism. In the second testing case, EDS2 includes chains of 10 seconds of attack interleaved by 10 seconds of non attack. It extends periods of attack longer than in case of EDS1. Results of the testing case are described in figure 3 . Figure 3 shows that the rates of correct indication from the proposed mechanism are still higher than the rates from entropy-based detection mechanism, TP rate of 89% and TN rate of 93% comparing with 78% and 85%, respectively. In terms of error indication, FN rate of the proposed mechanism is still smaller than the FN rate of entropy-based detection mechanism, 11% comparing with 22%. However, value of FP rate from the proposed mechanism is greater than the rate from entropy-based detection mechanism, value of 17% comparing with 15%, but two values are not much different. 
CONCLUSIONS
Service systems were modeled as a M/G/R PS and the new method for early detecting DDoS attacks was presented in this paper. The method is one of host-based DDoS detection methods that detects signature of attack early by sampling system resources and fast calculating parameter of resource degradation. Experimental results show that the method has good sensitivity to detection, the rates of correct indication are very high, and the rates of error indication are low. Moreover, implementation of the method is easily and it is rather suitable for detecting application-level DDoS attacks.
